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Content Security Policy and Security Headers Test of
http://www.ientertain.in

Test your Content Security Policy (CSP), HTTP Security Headers and overall web server security.

Assessment of www.ientertain.in Executive Summary

FINAL GRADE DNS INFO
SERVER IP DATE OF TEST
103.53.42.223 November 5th 2017, 17:22 CET
REVERSE DNS SERVER LOCATION

bh-in-18.webhostbox.net Gugal Pimpari, India

HIGHLIGHTS
Some insecure HTTP methods supported by the web server require your attention. Misconfiguration or weakness
Some HTTP headers related to security and privacy are missing or misconfigured. Misconfiguration or weakness

Some cookies have missing secure flags or attributes. Misconfiguration or weakness

Web Server Security

REDIRECT TO HTTP RESPONSE NPN ALPN
NA 200 0K NA No
CONTENT ENCODING SERVER SIGNATURE WAF

None Apache PhusionPassenger/4.0.1 No WAF detected

0 modbwlimited/1.4
HTTP METHODS OVERVIEW

@ GET | ® PosT | @ HEAD | @ opTions | @ DELETE | @ PuT | @ CUSTOM

HTTP Headers Security
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SERVER @

The web server discloses its version. This may allow attackers to use known vulnerabilities

and conduct further attacks against it. Miscanfiguration or weakness

Raw HTTP Header

Server: Apache Phusion_Passenger/4.0.10 mod_bwlimited/1.4

X-POWERED-BY ©
The web server discloses its version. This may allow attackers to use known vulnerabilities
. ) Misconfiguration or weakness
and conduct further attacks against it.

Raw HTTP Header

X-Powered-By: PHP/5.4.45

X-FRAME-OPTIONS @

The header was not sent by the server. Misconfiguration or weakness

X-XSS-PROTECTION @

The header was not sent by the server, enabling XSS exploitation if not restricted by the

N Misconfiguration or weakness
client’s browser.

X-CONTENT-TYPE-OPTIONS ©

The header was not sent by the server. Misconfiguration or weakness

CONTENT-SECURITY-POLICY ©

The header was not sent by the server. Misconfiguration or weakness
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Cookies Security

COOKIE: PHPSESSID

The cookie has neither Secure nor HttpOnly flags set, make sure it does not store sensitive

) ) Misconfiguration or weakness
information.

Raw HTTP Header

Set-Cookie: PHPSESSID=mjui0oov1jlv8n0fvjou7rcb75; path=/

Attributes
Name Value Description
path / Sets the path of the application where the cookie should be sent.

https://www.htbridge.com/websec/ 3



